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Why did | receive a password reset email | didn’t request?

Unexpected password reset emails don’t always mean your account has been hacked, but it's
important to know how to respond

If you’ve received a password reset email you didn’t request, it could be a sign that

someone else is trying to access your account without your permission.

In many cases, these emails are triggered when someone enters your address on a login page —
either by mistake or as part of an automated attack using leaked passwords from other websites.
This can happen with a wide range of accounts, including email services, social media, online

shopping sites and online banking.

Below, we explain how to tell if the email is genuine, and what steps you should take next if you're

sure you didn’t make the request yourself.

What to do if you didn't request a password reset

1. Don't click any links in the email

If the message is a scam, the link could take you to a fake website designed to steal your login
details. Instead, open a new browser window and enter the company’s web address yourself to

access your account safely.



2. Check the sender's address

Look for anything unusual, such as misspellings, extra characters or a domain that doesn’t match
the company’s official website. Be wary of addresses that look similar but use different endings
(for example, .net instead of .com). You can also search the address online to see if other users

have reported issues.

3. Check your account for unusual activity

Log in to your account directly (not via any links in the password reset email) and look for anything
you don’t recognise, such as login attempts from unfamiliar locations or devices. Most services

have a Security or Recent activity section where you can review this.

The exact steps will vary depending on the service you’re using. For example:

e On Gmail — on desktop, scroll to the bottom of your inbox and click Details next to Last
account activity. On mobile, open the Gmail app, tap your profile picture, then Manage
your Google Account > Security and sign-in. Review
the Recent security activity and Your devices headings.

e On Outlook — on desktop, open your Outlook inbox, click the profile icon in the top-right
corner and then My Microsoft account. From there, choose Security > See your sign-in
activity.

« On Facebook — on desktop, click your profile picture (top right), then go to Settings &
privacy > Settings > Password and security, and check Where you’re logged in. On
mobile, tap the menu (three lines), then go to Settings & privacy > Accounts

Centre > Password and security > Where you’re logged in.

If you do spot an unknown device or suspicious login attempt, change your password immediately

and log your account out of any devices you don’t recognise.



4. Secure your account

Even if you don’t see any suspicious activity, it's worth taking a few steps to strengthen your

account security.

We suggest starting by ensuring your passwords are strong and unique. Avoid reusing passwords
across different sites, as this makes it easier for attackers to gain access if your details are
exposed in a data breach.

Turn on two-factor authentication (2FA) if it's available. Once enabled, it makes your accounts
much harder to access without permission by requiring a second step when you sign in, such as
entering a code sent to your phone or generated by an authenticator app. It's also worth reviewing
your account recovery settings, such as backup email addresses and phone numbers, to make

sure they haven’t been changed without your knowledge.

If your account is protected with a strong password and 2FA, and you can’t see any unusual
activity, it’s usually safe to ignore a one-off password reset email. However, repeated requests

could indicate someone is trying to access your account, so it's worth keeping an eye on things.

WHERE TO REPORT.

Protect others by reporting incidents like this.

Report suspicious texts you have received but not acted upon, by forwarding the original message to
7726, which spells SPAM on your keypad

Report suspicious emails you have received but not acted upon, by forwarding the original message
to report@phishing.gov.uk

If you, or anyone you know, have been affected by fraud or any other scam, report it to Report
Fraud by calling 0300 123 2040 or visiting www.reportfraud.police.uk

tradingstandards@royalgreenwich.gov.uk
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